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Security tips for use of UPI apps

Transactions under the Unified Payments Interface (UPI) crossed the 5-billion count for the first
time in a single month earlier this year. The numbers tell the success story that UPI has been in
India. Today, UPI payments are used for transactions across industries -- grocery, online shopping,
P2P transfers and more. However, while UPI offers convenience to users it also has its risks. There
have been numerous cases where users have lost money in their bank accounts due to UPI-based
scams. Though UPI technology is fool proof, users become victim due to ignorance and lack of clear
understanding of the system.
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Know when to use UPI PIN

UPI PIN is required only for transfer of money and not for receiving. This is the most-common mistake
that victims do and lose money in their bank accounts.
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Know what to check

Always verify the mobile number, name and UPI ID before sending any money to anyone.
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UPI PIN is not OTP

Never share UPI PIN with anyone. And do not confuse UPI PIN for an OTP.

‘\ Enter UPI PIN
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Know what scanner is

The QR code scanner should preferably be used only for fund transfer. Never scan the QR code
scanner unless you are sure of it.

Only official sources

Do not seek resolution from any sources other than official sources. Make sure that you do not look
for consumer redressal number or complaint number or website on Google or other online websites
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Look inside the app

Use app's help section for any payment or technical issues and in case of any discrepancy seek
resolution through Bank's complaint resolution portal https://nesfb.com/nesfbcomplain.aspx.

You can also visit DigiSaathi which is a 24x7 helpline for information on digital payment products and

services set up by NPCI.

DigiSaathi

DigiSaathi is a 24x7 Helpline for information on
digital payment products and services

Q Chat with us on digisaathi.info
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